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(54) [TITLE OF THE INVENTION] OPTICAL RECORDER 

SPECIFICATION 

1. TITLE OF THE INVENTION 
Optical Recorder 

2 . CLAIMS 

(1) An optical recorder provided with: 

a drive means for an optical recording medium; 

a modulation/demodulation device for modulation of a 
write signal to the optical recording medium and demodulation 
of a read signal from the optical recording medium; 

a nonvolatile storage means storing an address of a 
cryptographic code recorded in the optical recording medium 
and a medium identification code; 

a modulation/demodulation control means for reading and 
comparing said medium identification code from said optical 
recording medium and nonvolatile storage means, reading the 
cryptographic code based on the medium identification code 
when the corresponding medium identification code is stored 
in said nonvolatile storage means, and controlling the 
modulation/demodulation method of the modulation/demodulation 
device using that cryptographic code; 
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a random pattern generating means for changing an 
address for recording the cryptographic code each time a 
recording/reproduction operation ends; and 

a system control means for system control of the above 
devices . 



(2) An optical recorder as set forth in claim 1, wherein 
said nonvolatile storage means is a random access memory 
(RAM) with a battery backup. 

(3) An optical recorder as set forth in claim 1, wherein 
said nonvolatile storage means is an electrically erasable 
programmable read only memory (EEPROM) . 

(4) An optical recorder as set forth in claim 1, wherein 
said nonvolatile storage means is an IC card. 

(5) An optical recorder as set forth in claim 1, wherein 
said modulation/demodulation control means is comprised by 
the same microcomputer as said random pattern generating 
means and system control means. 

3. DETAILED DESCRIPTION OF THE INVENTION 
(Field of Utilization in Industry) 

The present invention relates to an optical recorder for 
driving an optical recording medium such as an optical disk 
or an optical card so as to record/reproduce information, 
more particularly relates to a security means for information 
recorded on the optical recording medium. 

(Prior Art) 

An optical recording medium has the feature of a much 
larger recording capacity than other information recording 
media, but for this reason itself strict security is demanded 
in an optical recorder in which such an optical recording 
medium is loaded for recording/reproduction of confidential 
information. 

In the past, as a security means in optical recording, 
it has been known to record a cryptographic code in advance 
at a predetermined position of an optical recording medium 
and to attach a device to an optical recorder for reading 
that cryptographic code and judging if that optical recording 
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medium is suitable for the optical recorder provided with it 
or if that optical recording medium is the property of the 
person operating it. 

(Problem to be Solved by the Invention) 

However, the conventional security means, like for 
example the ones in practical use in cash cards etc., record 
a cryptographic code at a predetermined position of the 
optical recording medium by a predetermined system, so a 
person having the knowledge and equipment relating to the 
recording/reproduction of such an optical recording medium 
could easily read the cryptographic code. Therefore, complete 
security was not possible. 

Accordingly, an object of the present invention is to 
provide an optical recorder provided with a more advanced 
security function for information recorded on an optical 
recording medium. 

(Means for Solving the Problem) 

To achieve the above object, the present invention 
provides an optical recorder provided with ( 1 ) a drive means 
for an optical recording medium, (2) a 

modulation/demodulation device for modulation of a write 
signal to the optical recording medium and demodulation of a 
read signal from the optical recording medium; (3) a 
nonvolatile storage means storing an address of a 
cryptographic code recorded in the optical recording medium 
and a medium identification code; (4) a 
modulation/demodulation control means for reading and 
comparing said medium identification code from said optical 
recording medium and nonvolatile storage means, reading the 
cryptographic code based on the medium identification code 
when the corresponding medium identification code is stored 
in said nonvolatile storage means, and controlling the 
modulation/demodulation method of the modulation/demodulation 
device using that cryptographic code; (5) a random pattern 
generating means for changing an address for recording the 
cryptographic code each time a recording/reproduction 
operation ends; and (6) a control means for system control of 
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the above devices. 

Further, before starting the recording/reproduction 
operation with respect to the optical recording medium, the 
medium identification code is read from the optical recording 
medium and nonvolatile storage means, judges if the medium 
identification code stored in the optical recording medium 
has been registered in the nonvolatile storage means, and 
prohibits the recording/reproduction operation when it has 
not been registered. Further, each time a 

recording/reproduction operation with respect to the optical 
recording medium ends, the cryptographic code is relocated to 
an address designated by the random pattern generating means, 
(Mode of Operation) 

The medium identification code is recorded at a 
predetermined position in the optical recording medium, so 
can be easily read. However, even if the medium 
identification code is known, it is not possible to read the 
information unless the recording address of the cryptographic 
code corresponding to that medium identification code is 
stored in the nonvolatile storage means. 

On the other hand, the cryptographic code is changed to 
a different address of the optical recording medium each time 
a recording/reproduction operation of the information ends, 
so even when someone picks up or steals an optical recording 
medium, he cannot read the cryptographic code and therefore 
cannot read the information recorded in the optical recording 
medium. 

Therefore, it is possible to achieve an advanced 
security function . 
( Embodiments ) 

Below, a first embodiment of the present invention will 
be explained based on FIG. 1 to FIG. 3. The first embodiment 
of the present invention is characterized by using an optical 
disk as the optical recording medium and only allowing 
recording/reproduction of information with respect to a 
specific optical disk by a specific optical recorder. 

FIG. 1 is a block diagram of an optical recorder 
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according to a first embodiment, wherein 1 is an optical 
disk, 2 a spindle motor for driving rotation of the optical 
disk, 3 an optical head for focusing laser or other 
recording/reproduction light on to a recording surface of the 
optical disk 1, 4a modulation/demodulation device of a 
signal, 5 a microcomputer, 6 a nonvolatile storage means, 7 a 
display, and 8 a keyboard. 

As the optical disk 1, it is possible to use any known 
optical disk, but as explained in detail later, to prevent a 
reduction in the recording capacity due to the relocation of 
the cryptographic code, an optical disk enabling once 
recorded information to be suitably erased such as a magneto- 
optic disk or phase change type optical disk is particularly 
suitable. This optical disk 1 has recorded, as shown in Fig. 
2, on its predetermined area where tracking of the optical 
head 3 can be made, in an optically readable manner at least 
before the initial recording/reproduction operation a medium 
identification code 11 for differentiating that optical disk 
from other similar optical disks and a cryptographic code 12 
for designating a modulation/demodulation method of the 
modulation/demodulation device 4. 

Among these, the medium identification code 11 can be 
formed in relief shapes on the substrate surface at the time 
of forming the optical disk substrate or can be written on 
the recording layer by operation of the optical head 3 and 
modulation/demodulation device 4. On the other hand, the 
cryptographic code 12 is optically written on the recording 
layer by operating the optical head 3 and 
modulation/demodulation device 4. 

The modulation/demodulation device 4 is comprised of a 
reproduction demodulation amplifier 4a for demodulating a 
read signal from the optical disk 1 and a recording 
modulation amplifier 4b for modulating a write signal to the 
optical disk 1 and is designed so that the 

modulation/demodulation method can be suitably changed by 
instruction from the microcomputer 5. 

The nonvolatile storage means 6 stores the address of 
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the cryptographic code 12 recorded on the optical disk 1 and 
the medium identification code 11. It is possible to use a 
random access memory (RAM) with a battery backup or an 
electrically erasable programmable read only memory ( EEPROM ) . 

The microcomputer 5 is comprised of a 
modulation/demodulation control means 5a for reading the 
cryptographic code 12 based on the nonvolatile storage means 
6 and controlling the modulation/demodulation method of the 
modulation/demodulation device 4, a random pattern generating 
means 5b for changing the address for recording of the 
cryptographic code 12 each time a recording/reproduction 
operation ends, and a system control means 5c for system 
control of the spindle motor 2, optical head 3, and 
modulation/demodulation device 4. 

Next, the operation of the optical recorder according to 
this embodiment will be explained with reference to FIG. 3. 

First, when the optical disk 1 to be used is loaded onto 
the spindle motor 2 and the keyboard 8 is operated to issue 
an instruction for driving the optical disk 1, the spindle 
motor 2 is started up and the optical disk 1 is driven based 
on a program stored in the system control means 5c (step S- 

1) - 

Next, the optical head 3 is driven to a write position 
of the medium identification code 11 based on a program 
stored in the system control means 5c and the medium 
identification code 11 is read (step S-2). 

When the medium identification code 11 has already been 
written in the optical disk 1, the medium identification code 
11 read from the optical disk 1 and the medium identification 
code stored in the nonvolatile storage means (hereinafter 
referred to as the "nonvolatile memory") 6 are compared and 
it is judged if the medium identification code 11 of the 
loaded optical disk 1 has been registered in the nonvolatile 
memory 6 (step S-4 ) . 

When registered, the address information of the 
cryptographic code corresponding to the medium identification 
code 11 is read from the nonvolatile memory 6 (step S-5). 
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Next, the optical head 3 is driven in accordance with 
that address information and the cryptographic code recorded 
on the optical disk 1 is read (step S-6). 

The modulation/demodulation control means 5a recognizes 
the modulation/demodulation method suitable for the optical 
disk 1 from that cryptographic code 12 and controls the 
modulation/demodulation method of the modulation/demodulation 
device 4 (step S-7). 

Next, the information is recorded/reproduced based on 
the modulation/demodulation method (step S-8). 

When the keyboard 8 is operated to instruct the end of 
the predetermined recording/reproduction operation, the 
random pattern generating means 5b designates a new address 
of the optical disk for writing the cryptographic code 12, 
and the optical head 3 accesses that address (step S-10). 

When that address is empty, the recording modulation 
amplifier 4b is driven to write the cryptographic code 12 
(step S-12) and that address is registered in the nonvolatile 
memory 6 (step S-13). 

Finally, the previous written cryptographic code is 
erased, the optical disk 1 is ejected, and the system is shut 
down . 

When a cryptographic code 12 has already been written at 
the new cryptographic code write address, the random pattern 
generating means 5b designates a new address for writing the 
cryptographic code 12 again, and the cryptographic code 12 is 
written there (step S-14). After this, that address is 
registered in the nonvolatile memory 6 and the system is shut 
down . 

When other data is written at the new cryptographic code 
write address, that data is evacuated to for example an 
alternate sector (step S-15). A pseudo pattern is generated 
at that portion where the related data was written and the 
cryptographic code is contained in that pattern to record the 
cryptographic code 12 at step S-12, After this, the address 
is registered in the nonvolatile memory 6 and the system is 
shut down. 
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When optical disk is of a type where the medium 
identification code 11 is later written, the optical disk 1 
is a new one, and the medium identification code 11 is not 
yet written in a predetermined area of it, the optical head 3 
and the recording modulation amplifier 4a are driven based on 
a program stored in the system control means 5c, the medium 
identification code 11 is written in that predetermined area 
(step S-16), and that medium identification code 11 is 
registered in the nonvolatile memory 6 (step S-17). Further, 
the random pattern generating means 5b designates an address 
on the optical disk for writing the cryptographic code 12 
(step S-19), the cryptographic code 12 automatically 
determined by the system at step S-18 is written at that 
address, and the address is registered in the nonvolatile 
memory 6 (step S-20). 

Next, the modulation/demodulation method of the 
modulation/demodulation device 4 is controlled by the 
cryptographic code 12 and the information is 
recorded/reproduced (step S-7). 

When the medium identification code 11 read from the 
optical disk 1 is not registered in the nonvolatile memory 6, 
it is not possible to read the cryptographic code of the 
optical disk from the nonvolatile memory 6 and therefore the 
recording/reproduction operation of information with respect 
to the optical disk is automatically prohibited (step S-21). 

The optical recorder of this embodiment stores the 
medium identification code 11 and recording address of the 
cryptographic code 12 in the nonvolatile memory 6 and checks 
if the loaded optical disk has been registered in the 
nonvolatile memory 6, so an optical disk which has not been 
registered in the nonvolatile memory 6 cannot be used for 
recording/reproduction of information . 

Further, since the recording address of the 
cryptographic code is changed each time a predetermined 
recording/reproduction operation ends, it is difficult to 
decipher the cryptographic code from the optical recording 
medium and difficult to use an apparatus other than the 
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predetermined optical recorder to record/reproduce 
information . 

Therefore, an advanced security function can be 
exhibited. 

Note that in the above embodiment, the explanation was 
made of the case of use of a RAM with a battery backup or 
EEPROM provided in the optical recorder as the nonvolatile 
storage means 6, but it is also possible to use second 
information recording medium, such as an IC card or magnetic 
card, able to be separately managed from the optical disk. 

That is, as shown in FIG. 4, instead of the nonvolatile 
memory 6, a reader /writer 21 may be connected to the 
microcomputer 5 and a second information recording medium 22 
is loaded into this reader /writer 21 to store the address of 
the cryptographic code and the medium identification code. 

By doing this, it is not possible to record/reproduce 
information without both of the optical disk and the second 
information recording medium, so the optical disk is used 
only by the individual user managing the above information 
recording media. 

Further, in the above embodiment, the explanation was 
made of the example of an optical disk device, but the 
present invention is not limited to this in its gist. It is 
also possible to apply the invention to another optical 
recorder such as an optical card device recording/reproducing 
information using an optical card. 

Further, in the above embodiment, the explanation was 
made of an example where the modulation/demodulation control 
means 5a, the random pattern generating means 5b, and the 
system control means 5c were comprised by the same 
microcomputer, but the present invention is not limited to 
this in its gist. It is also possible to comprise these means 
by separate microcomputers . 

(Effects of the Invention) 

As explained above, according to the present invention, 
only an optical recorder stored in a nonvolatile storage 
means in advance or only user can use the optical recording 
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medium. Further, it is difficult to decipher the 
cryptographic code from the optical recording medium. 
Therefore, it is possible to exhibit an advanced security 
function . 

4. BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an optical recorder 
according to a first embodiment of the present invention; 
FIG. 2 is a plan view of an optical disk; FIG. 3 is a flow 
chart explaining the operation of the optical recorder 
according to the first embodiment; and FIG. 4 is a block 
diagram of an optical recorder according to a second 
embodiment of the present invention. 

1 optical disk, 2 spindle motor, 3 

optical head, 4 modulation/demodulation device, 5... 

. . . microcomputer, 6 nonvolatile storage means, 7. . . 

... display, 8 keyboard, 11 medium 

identification code, 12 cryptographic code, 21 

reader /writer , 22 second information recording medium. 
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FIG. 1 

1 . . . OPTICAL DISK 

2 . . . SPINDLE MOTOR 

3 . . . OPTICAL HEAD 

4... MODULATION /DEMODULATION DEVICE 

5 . . . MICROCOMPUTER 

6 . . . NONVOLATILE MEMORY 

7 . . . DISPLAY 

8 . . . KEYBOARD 

FIG. 3 (PART 1) 
START 

S-l. DRIVE OPTICAL DISK 

S-2 . READ MEDIUM IDENTIFICATION CODE 

S-3. CODE ALREADY REGISTERED? 

S-4. ALREADY REGISTERED IN NONVOLATILE MEMORY? 
S-5. READ ADDRESS INFORMATION 
S-6. READ CRYPTOGRAPHIC CODE 

S-7. CONTROL MODULATION/DEMODULATION METHOD 
S-8. RECORD /REPRODUCE INFORMATION 
S-21. STOP RECORDING/REPRODUCTION 

FIG- 3 (PART 2) 

S-9. SELECT END MODE 

S-10. DESIGNATE ADDRESS 

S-ll. NOT YET RECORDED? 

S-12. WRITE CRYPTOGRAPHIC CODE 

S-13. REGISTER ADDRESS 

S-14. CRYPTOGRAPHIC CODE? 

S-15. EVACUATE TO ALTERNATE SECTOR 

END 

FIG, 3 (PART 3) 

S-16. WRITE MEDIUM IDENTIFICATION CODE 
S-17. REGISTER MEDIUM IDENTIFICATION CODE 
S-18. SET CRYPTOGRAPHIC CODE 
S-19. DESIGNATE ADDRESS 
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S-2 0. REGISTER ADDRESS 
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